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Document Conventions

The following table lists the text conventions that are used throughout this guide.

TABLE 1 Text Conventions

Convention Description Example

monospace Identifies command syntax device (config) # interface ethernet 1/1/6
examples

bold User interface (Ul) components On the Start menu, click All Programs.

such as screen or page names,
keyboard keys, software buttons,
and field names

italics Publication titles Refer to the Ruckus Small Cell Release Notes for more information.

Notes, Cautions, and Warnings

Notes, cautions, and warning statements may be used in this document. They are listed in the order of increasing severity of
potential hazards.

NOTE
A NOTE provides a tip, guidance, or advice, emphasizes important information, or provides a reference to related
information.

ATTENTION
An ATTENTION statement indicates some information that you must read before continuing with the current action or
task.

CAUTION
A CAUTION statement alerts you to situations that can be potentially hazardous to you or cause damage to
hardware, firmware, software, or data.

DANGER
A A DANGER statement indicates conditions or situations that can be potentially lethal or extremely hazardous to you.
Safety labels are also attached directly to products to warn of these conditions or situations.

Ruckus Fastlron Security Configuration Guide, 08.0.90
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Command Syntax Conventions

Bold and italic text identify command syntax components. Delimiters and operators define groupings of parameters and their
logical relationships.

Convention Description

bold text Identifies command names, keywords, and command options.
italic text Identifies a variable.

[1 Syntax components displayed within square brackets are optional.

Default responses to system prompts are enclosed in square brackets.

{x|y|z} A choice of required parameters is enclosed in curly brackets separated by vertical bars. You must select one of the
options.

x|y A vertical bar separates mutually exclusive elements.

<> Nonprinting characters, for example, passwords, are enclosed in angle brackets.

Repeat the previous element, for example, member[member...].

\ Indicates a “soft” line break in command examples. If a backslash separates two lines of a command input, enter the
entire command at the prompt without the backslash.

Document Feedback

Ruckus is interested in improving its documentation and welcomes your comments and suggestions.
You can email your comments to Ruckus at #Ruckus-Docs@commscope.com.
When contacting us, include the following information:
* Document title and release number
*  Document part number (on the cover page)
*  Page number (if appropriate)
For example:
*  Ruckus SmartZone Upgrade Guide, Release 5.0
*  Part number: 800-71850-001 Rev A
* Page7?

Ruckus Product Documentation Resources

Visit the Ruckus website to locate related documentation for your product and additional Ruckus resources.

Release Notes and other user documentation are available at https://support.ruckuswireless.com/documents. You can locate the
documentation by product or perform a text search. Access to Release Notes requires an active support contract and a Ruckus
Support Portal user account. Other technical documentation content is available without logging in to the Ruckus Support Portal.

White papers, data sheets, and other product documentation are available at https://www.ruckuswireless.com.

Ruckus Fastlron Security Configuration Guide, 08.0.90
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Online Training Resources

To access a variety of online Ruckus training modules, including free introductory courses to wireless networking essentials, site
surveys, and Ruckus products, visit the Ruckus Training Portal at https://training.ruckuswireless.com.

Contacting Ruckus Customer Services and
Support

The Customer Services and Support (CSS) organization is available to provide assistance to customers with active warranties on
their Ruckus products, and customers and partners with active support contracts.

For product support information and details on contacting the Support Team, go directly to the Ruckus Support Portal using
https://support.ruckuswireless.com, or go to https://www.ruckuswireless.com and select Support.

What Support Do | Need?

Technical issues are usually described in terms of priority (or severity). To determine if you need to call and open a case or access
the self-service resources, use the following criteria:
e Priority 1 (P1)—Critical. Network or service is down and business is impacted. No known workaround. Go to the Open a
Case section.
*  Priority 2 (P2)—High. Network or service is impacted, but not down. Business impact may be high. Workaround may be
available. Go to the Open a Case section.
*  Priority 3 (P3)—Medium. Network or service is moderately impacted, but most business remains functional. Go to the
Self-Service Resources section.

*  Priority 4 (P4)—Low. Requests for information, product documentation, or product enhancements. Go to the Self-
Service Resources section.

Open a Case
When your entire network is down (P1), or severely impacted (P2), call the appropriate telephone number listed below to get
help:

* Continental United States: 1-855-782-5871

* Canada: 1-855-782-5871

* Europe, Middle East, Africa, Central and South America, and Asia Pacific, toll-free numbers are available at https://
support.ruckuswireless.com/contact-us and Live Chat is also available.

*  Worldwide toll number for our support organization. Phone charges will apply: +1-650-265-0903

We suggest that you keep a physical note of the appropriate support number in case you have an entire network outage.

Self-Service Resources

The Ruckus Support Portal at https://support.ruckuswireless.com offers a number of tools to help you to research and resolve
problems with your Ruckus products, including:

*  Technical Documentation—https://support.ruckuswireless.com/documents

Ruckus Fastlron Security Configuration Guide, 08.0.90
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Contacting Ruckus Customer Services and Support

Community Forums—https://forums.ruckuswireless.com/ruckuswireless/categories

Knowledge Base Articles—https://support.ruckuswireless.com/answers

Software Downloads and Release Notes—https://support.ruckuswireless.com/#products_grid

Security Bulletins—https://support.ruckuswireless.com/security

Using these resources will help you to resolve some issues, and will provide TAC with additional data from your troubleshooting
analysis if you still require assistance through a support case or RMA. If you still require help, open and manage your case at
https://support.ruckuswireless.com/case_management.
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What's new in this document

The following table describes changes to this guide for the Fastlron 08.0.90b release.

TABLE 2 Summary of changes in Fastlron release 08.0.90b

Feature

Description

Described in

Change in SNMP behavior

Accessing RADIUS or TACACS MIB objects via
SNMP is enabled by default. Two related
commands, enable snmp configure-radius
and enable snmp configure-tacacs, are no
longer needed and are deprecated as a result.

The sections related to deprecated behavior
and commands have been removed.

The following table includes descriptions of new information added to this guide for the Fastlron 08.0.90 release.

TABLE 3 Summary of enhancements in Fastlron release 08.0.90

Feature Description Described in

MACsec Support for MACsec is added on ICX Media Access Control Security on page 151
7850-48FS devices.

TCP MSS The TCP MSS Adjustment feature is to modify | TCP MSS Adjustment Overview on page 333

the Maximum Segment Size (MSS) field from
the TCP header in the TCP SYN/SYN-ACK
packet during the three-way handshake.

Enable SSH out of the box (and disable telnet)

SSH access to ICX devices is provided out-of-
the-box from the factory so that manual
intervention is not needed to generate SSH
keys, configure a local user, or enable the AAA
configurations required for SSH access.

Enable SSH and Disable Telnet Automatically
on page 34

Supported hardware

This guide supports the following Ruckus products:

*  Ruckus ICX 7850 Series
*  Ruckus ICX 7750 Series
*  Ruckus ICX 7650 Series
*  Ruckus ICX 7450 Series
*  Ruckus ICX 7250 Series
*  Ruckus ICX 7150 Series

For information about what models and modules these devices support, see the hardware installation guide for the specific

product family.
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How Command Information is Presented in this
Configuration Guide

For all new content supported in Fastlron release 08.0.20 and later, command information is documented in a standalone
command reference guide.

In the Ruckus Fastlron Command Reference, the command pages are in alphabetical order and follow a standard format to present
syntax, parameters, mode, usage guidelines, examples, and command history.

NOTE
Many commands introduced before Fastlron release 08.0.20 are also included in the guide.

Ruckus Fastlron Security Configuration Guide, 08.0.90
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Passwords used to secure access

Passwords can be used to secure the following access methods:
* Telnet access can be secured by setting a Telnet password. Refer to Setting a Telnet password on page 19.

*  Access to the Privileged EXEC and CONFIG levels of the CLI can be secured by setting passwords for management
privilege levels. Refer to Setting passwords for management privilege levels on page 19.

This section also provides procedures for enhancing management privilege levels, recovering from a lost password, and disabling
password encryption.

NOTE
You also can configure up to 32 user accounts consisting of a user name and password, and assign each user account a
management privilege level. Refer to Local user accounts on page 22.

Setting a Telnet password
By default, the device does not require a user name or password when you log in to the CLI using Telnet.
Assign a password for Telnet access as shown in the following example.

device# configure terminal
device (config) # enable telnet password letmein

The example assigns the password "letmein" for Telnet access.

Suppressing Telnet connection rejection messages

By default, if a Ruckus device denies Telnet management access to the device, the software sends a message to the denied Telnet
client. You have the option to suppress the rejection message. When you enable the option, a denied Telnet client does not
receive a message from the Ruckus device. Instead, the denied client simply does not gain access.

To suppress the connection rejection message sent by the device to a denied Telnet client, enter the telnet server suppress-
reject-message command as shown in the following example.

device# configure terminal
device (config) # telnet server suppress-reject-message

Setting passwords for management privilege levels

You can set one password for each of the following management privilege levels:

*  Super User level - Allows complete read-and-write access to the system. This is generally for system administrators and
is the only management privilege level that allows you to configure passwords.

*  Port Configuration level - Allows read-and-write access for specific ports but not for global (system-wide) parameters.

Ruckus Fastlron Security Configuration Guide, 08.0.90
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*  Read-only level - Allows access to the Privileged EXEC mode and User EXEC mode of the CLI but only with read access.

You can assign a password to each management privilege level. You can also configure up to 16 user accounts, consisting of a
user name and password, and assign each user account to one of the three privilege levels. Refer to Local user accounts on page
22.

NOTE
You must use the CLI to assign a password for management privilege levels. You cannot assign a password using the
Web Management Interface.

If you configure user accounts in addition to privilege level passwords, the device validates a user access attempt using one or
both methods (local user account or privilege level password), depending on the order you specify in the authentication-method
lists. Refer to Authentication-method lists on page 77.

Perform the following steps to set passwords for management privilege levels.
1. Access global configuration mode.

device> enable
device# configure terminal

2. Setthe Super User level password.
device (config) # enable super-user-password test

The example sets "test" as the password.

NOTE
You must set the Super User level password before you can set other types of passwords. The Super User level
password can be an alphanumeric string, but it cannot begin with a number.

3. Setthe Port Configuration level password and the Read-only level passwords.

device (config) # enable port-config-password port
device (config) # enable read-only-password read

The example sets the Port Configuration level password to "port" and sets "read" as the Read-only level password.

NOTE
If you forget your Super User level password, refer to Recovering from a lost password on page 21.

Augmenting management privilege levels

Each management privilege level provides access to specific areas of the CLI by default:
*  Super User level provides access to all commands and displays.
*  Port Configuration level gives access to the following levels:

- The User EXEC

- Privileged EXEC

- The port-specific parts of global configuration
- Allinterface configuration.

* Read Only level gives access to the following levels:

- The User EXEC
- Privileged EXEC.
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You can grant additional access to a privilege level on an individual command basis. To grant the additional access, specify the
privilege level you are enhancing, the CLI level that contains the command, and the individual command.

NOTE
This feature applies only to management privilege levels of the CLI.

For example, to enhance the Port Configuration privilege level so users also can enter IP commands at the global configuration
level, enter the privilege command and the parameters shown in the following example.

device# configure terminal
device (config) # privilege configure level 4 ip

In the example, configure specifies that the enhanced access is for a global configuration command. The level 4 parameter
indicates that the enhanced access is for management privilege level 4 (Port Configuration). Executing the command gives the
enhanced access to anyone with Port Configuration privileges. The ip parameter indicates that the enhanced access is for the IP
commands. Users who log in with valid Port Configuration level user names and passwords can enter commands that begin with
"ip" at the global configuration level.

For additional information on the privilege command and available settings, refer to the Ruckus Fastiron Command Reference.

Recovering from a lost password

Recovery from a lost password requires direct access to the serial port and a system reset.

NOTE
You can perform this procedure only from the CLI.

Follow the steps given below to recover from a lost password.

1. Start a CLI session over the serial interface to the device.

2. Reboot the device.

3. Attheinitial boot prompt at system startup, enter b to enter the boot monitor mode.

4. Enter no password at the prompt. (You cannot abbreviate this command.) This command will cause the device to
bypass the system password check.

5. Enter boot system flash primary at the prompt.

After the console prompt reappears, assign a new password.

Displaying the SNMP community string
If you want to display the SNMP community string, enter the following commands.

device# configure terminal

device (config) # enable password-display
device (config) # exit

device# show snmp server

The enable password-display command enables display of the community string in the output of the show snmp server
command. Display of the string is still encrypted in the startup-config and running-config files. When the enable password-
display command is configured, the user password and snmp community string are encrypted in the show running-config
command output. Enter the command at the global configuration level of the CLI.
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Specifying a minimum password length

By default, the Ruckus device imposes no minimum length on the Line (Telnet), Enable, or Local passwords. However, you can
configure the device to require that Line, Enable, and Local passwords be at least a specified length. The minimum length can be
set to a value from 1 through 48.

For example, to specify that the Line, Enable, and Local passwords contain at least 8 characters, enter the following command.

device# configure terminal
device (config) # enable password-min-length 8

Local user accounts

You can define up to 32 local user accounts on a Ruckus device. User accounts regulate who can access the management
functions in the CLI using the following methods:

* Telnet access

*  Web management access

*  SNMP access

* SSHaccess
Local user accounts provide greater flexibility for controlling management access to Ruckus devices than do management
privilege level passwords and SNMP community strings of SNMP versions 1 and 2. You can continue to use the privilege level
passwords and the SNMP community strings as additional means of access authentication. Alternatively, you can choose not to
use local user accounts and instead continue to use only the privilege level passwords and SNMP community strings. Local user

accounts are backward-compatible with configuration files that contain privilege level passwords. Refer to Setting passwords for
management privilege levels on page 19.

If you configure local user accounts, you also need to configure an authentication-method list for Telnet access, Web
management access, and SNMP access. Refer to Authentication-method lists on page 77.
For each local user account, you specify a user name. You also can specify the following parameters:

* A password

NOTE

If you use AAA authentication for SNMP access and set the password to be the same as the username,
providing the password during authentication is optional. You can provide just the correct username for
successful authentication.

* A management privilege level, which can be one of the following:

- Super User level (default) - Allows complete read-and-write access to the system. This is generally for system
administrators and is the only privilege level that allows you to configure passwords.

- Port Configuration level - Allows read-and-write access for specific ports but not for global parameters.

- Read Only level - Allows access to the Privileged EXEC mode and User EXEC mode with read access only.

*  You can set additional username and password rules. Refer to Enhancements to username and password on page 22.

Enhancements to username and password

This section describes the enhancements to the username and password features introduced in earlier releases.
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The following rules are enabled by default:

* Users are required to accept the message of the day.

* Users are locked out (disabled) if they fail to login after three attempts. This feature is automatically enabled. Use the

disable-on-login-failure command to change the number of login attempts (up to 10) before users are locked out.

The following rules are disabled by default:

* Enhanced user password combination requirements

e User password masking

*  Quarterly updates of user passwords

*  You can configure the system to store up to 15 previously configured passwords for each user.

*  You can use the disable-on-login-failure command to change the number of login attempts (up to 10) before users are
locked out.

* Apassword can now be set to expire.

Enabling enhanced user password combination requirements

When strict password enforcement is enabled on the Ruckus device, you must enter a minimum of eight characters containing
the following combinations when you create and enable a user password:

*  Atleast two upper case characters
* Atleast two lower case characters
* Atleast two numeric characters

* Atleast two special characters

NOTE
Password minimum and combination requirements are strictly enforced.

Use the enable strict-password-enforcement command to enable the password security feature.

device# configure terminal
device (config)# enable strict-password-enforcement

This feature is disabled by default.

The following security upgrades apply to the enable strict-password-enforcement command:
*  Passwords must not share four or more concurrent characters with any other password configured on the router. If the
user tries to create a password with four or more concurrent characters, the following error message is returned.

Error - The substring str within the password has been used earlier, please choose a different password.

For example, the previous password was Mali4aYa&. The user cannot use any of the following as his or her new password:

* - Malimai$D because the letters in "Mail" were used consecutively in the previous password
- &3B9aYa& because the letters in "aYa&" were used consecutively in the previous password
- i4aYEv#8 because the letters in "i4aY" were used consecutively in the previous password.

* If the user tries to configure a password that was previously used, the Local User Account configuration is not allowed,
and the following message is displayed.

This password was used earlier for same or different user, please choose a different password.
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Enabling user password masking

By default, when you use the CLI to create a user password, the password displays on the console as you type it. For enhanced
security, you can configure the Ruckus device to mask the password characters entered at the CLI. When password masking is
enabled, the CLI displays asterisks (*) on the console instead of the password characters entered.

The following example shows the default CLI behavior when a username and password is configured.

device# configure terminal
device (config) # username kelly password summertime

The following example shows the CLI behavior when a username and password are configured with password-masking
enabled.
device# configure terminal

device (config) # username kelly password
Enter Password: **x*x*k&xx

NOTE
When password masking is enabled, press the Enter key before entering the password, and enter the password when
prompted.

If strict-password-enforcement is enabled, enter a password that contains the required character combination. Refer to
Enabling enhanced user password combination requirements on page 23.

To enable password masking, enter the following command.

device# configure terminal
device (config) # enable user password-masking

Enabling user password aging

For enhanced security, password aging enforces quarterly updates of all user passwords. After 180 days, the CLI automatically
prompts users to change their passwords when they attempt to sign on.

When password aging is enabled, the software records the system time that each user password was configured or last changed.
The time displays in the output of the show running-config command, indicated by set-time.

device# show running-config
Current configuration:

username waldo password .....

username raveen set-time 2086038248

The password aging feature uses the NTP server clock to record the set-time. If the network does not have an NTP server, the
set-time appears as "set-time 0" in the output of the show running-config command.

A username set-time configuration is removed in the following cases:
* The username and password are deleted from the configuration

*  The username password expires

When a username set-time configuration is removed, it no longer appears in the show running-config output.

NOTE
If a username does not have an assigned password, the username does not have a set-time configuration.

Password aging is disabled by default. To enable it, enter the following commands.
device# configure terminal

device (config) # enable user password-aging
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Configuring password history

By default, the Ruckus device stores the last five user passwords for each user. When changing a user password, the user cannot
use any of the five previously configured passwords.

For security purposes, you can configure the Ruckus device to store up to 15 passwords for each user, so that users do not use
the same password multiple times. If a user attempts to use a stored password, the system prompts the user to choose a
different password.

To configure enhanced password history, enter commands similar to those shown the following example.

device# configure terminal
device (config) # enable user password-history 15

In the example, the number of previous passwords stored is 15. The previous-passwords variable is a value from 1 through 15.
The defaultis 5.

Enhanced login lockout

If a user fails to log in to the device after a configured number of login attempts (by default, 3 attempts), the user is locked out.
You can configure the maximum number of invalid login attempts a user can make before being locked out using the enable
user disable-on-login-failure command. The maximum number of invalid login attempts can be from 1 through 10.

The user account can be configured to automatically re-enable the disabled users using the enable user { disable-on-login-
failure [invalid-attempts login-recovery-time recovery-time ]} command. You can specify the recovery time (by default, 3
minutes), after which the locked-out user accounts are re-enabled automatically. The configured recovery time is applicable for
all user accounts. The recovery time ranges from 3 through 60 minutes.

If the login-recovery-time option is not configured, manual intervention is required to re-enable the locked user account. To
manually re-enable a user account, perform one of the following actions:

* Reboot the device to re-enable all locked-out users.

*  Execute the username name-string enable command to re-enable a specific user account.

Setting passwords to expire

You can set a user password to expire. Once a password expires, the administrator must assign a new password to the user. To
configure a user password to expire, enter commands similar to those shown in the following example.

device# configure terminal
device (config) # username sandy expires 20

The example sets the password for sandy to expire in 20 days.
The days before expiration can be set to a value from 1 through 365. The default is 90 days.
The expiry details of the user password can be viewed using the show user command.

device# show user
Username Password Encrypt Priv Status Expire Time

sandy $1$Gz...uX/SwQ44fVGtsgbKWkQknzAZ6. enabled 0 enabled 20 days

Requirement to accept the message of the day

If a message of the day (MOTD) is configured, the user is required to press the Enter key before logging in. The MOTD is
configured using the banner motd command.
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NOTE
Unless configured, the requirement to accept the MOTD is disabled by default.

Local user account configuration

You can create accounts for local users with or without passwords. Accounts with passwords can have encrypted or unencrypted
passwords.

You can assign privilege levels to local user accounts, but on a new device, you must create a local user account that has a Super
User privilege before you can create accounts with other privilege levels.

NOTE
You must grant the Super User level privilege to at least one account before you add accounts with other privilege
levels. You need the Super User account to make further administrative changes.

Local user accounts with no passwords
To create a user account without a password, enter commands similar to those shown in the following example.

device# configure terminal
device (config) # username wonka nopassword

The example creates the user account wonka without a password.

Local user accounts with unencrypted passwords

If you want to use unencrypted passwords for local user accounts, enter commands similar to those shown in the following
example.

device# configure terminal
device (config) # username wonka password willy

The example sets the password as willy for username wonka
If password masking is enabled, press Enter before entering the password as shown in the following example.
device# configure terminal

device (config) # username wonka password
Enter Password: *****xx

In the previous example, the password for username wonka is replaced by asterisks because password masking is enabled.
By default, users have full Superuser read-write access. You can control user access by configuring a privilege level.

The privilege parameter specifies the privilege level for the account. You can specify one of the following:
*  0-Super User level (full read-write access)
* 4-Port Configuration level

e 5-Read Only level

The default privilege level is 0 . If you want to assign Super User level access to the account, you can enter the command without
privilege 0.

To create a user account with read-only privileges, enter commands similar to those shown in the following example.

device# configure terminal
device (config) # username waldo privilege 5 password whereis
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The previous example adds a user account for with read-only privileges for waldo and configures the password as whereis. The
user waldo can look for information but cannot make configuration changes.

The password | nopassword parameter indicates whether the user must enter a password. If you specify password, enter the
string for the user's password. You can enter up to 48 characters for password-string . If strict password enforcement is
enabled on the device, you must enter a minimum of eight characters containing the following combinations:

* Atleast two upper case characters
¢ Atleast two lower case characters
¢ At least two numeric characters

*  Atleast two special characters

NOTE
You must be logged on with Super User access (privilege level 0) to add user accounts or configure other access
parameters.

To display user account information, enter the following command.

device# show users

For more information on the different methods to secure access to the device using the configured username and password,
refer to Authentication-method lists on page 77.

Local user accounts with encrypted passwords

You can create encrypted password for local user accounts using the username user-string create-password password-string
command. By default, the user account encrypted password is encrypted using the MD5 encryption type. You can also configure
the password encryption service to encrypt the passwords with different types of encryption, such as SHAT and SHA256, using
the service password-encryption command. If the password encryption service type is changed, only the users whose
password encryption method matches the newly configured encryption method are allowed to log in. Apart from password
encryption, all activities after creating the user account, such as logging in, modifying the local user account, and so on are bound
by the configured password encryption service type.

The password encryption methods can be reverted to the default MD5 encryption type by using the no form of the service
password-encryption { sha1 | sha256 } command.

Changing a local user password and privilege level

To change a local user password for an existing local user account, enter a command such as the following at the global
configuration level of the CLI.

NOTE
You must be logged in with Super User access (privilege level 0) to change user passwords.

device (config) # username wonka password willy
If password masking is enabled, enter the username, press the Enter key, and then enter the password.

device (config) # username wonka password
Enter Password:

The above commands change wonka's user name and password.

The password can be up to 48 characters long and must differ from the current password and the two previously configured
passwords.
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When a password is changed, a message such as the following is sent to the Syslog.

SYSLOG: <14>Jan 1 00:00:00 10.44.9.11 Security: Password has been changed for user wonka from console
session.

The message includes the name of the user whose password was changed and during which session type, such as console,
Telnet, SSH, Web, SNMP, or others.

Using the username command, you can use the create-password option to create an encrypted password, or you can use the
nopassword option to modify the user account to log in without a password.

The privilege of the user account can be changed by specifying the privilege levels (0, 4, or 5).
Preventing unauthorized deletion or modification of a user account

By default, a user account can be deleted or modified without any authentication. Unauthorized deletion or modification of the
user account can be prevented using the service local-user-protection command. If the user account security is enabled using
the service local-user-protection command, modification of the password or privilege level of the user is permitted only upon
successful validation of the existing user password.

If the service local-user-protection command is enabled and you try to modify a user account, you will be prompted for
confirmation to proceed. On confirmation, you will be prompted to provide the existing password. The attempt to modify a user
account is successful only if correct password is entered.

To prompt the user to confirm existing password before successful password modification, enter the commands such as the
following.

device (config)# username userl password xpassx

device (config) # service local-user-protection

device (config) # username userl password ypasswordy

User already exists. Do you want to modify: (enter 'y' or 'n'): y
To modify or remove user, enter current password: ******

Deleting a local user account

You can delete a local user account using the no username command. By default, a local user account can be deleted without
any authentication.

Unauthorized deletion of the user account can be prevented using the service local-user-protection command. If the user
account security is enabled using the service local-user-protection command, deletion of user accounts is permitted only upon
successful validation of the existing user password.

If the service local-user-protection command is enabled and you try to delete a user account, you will be prompted for
confirmation to proceed. On confirmation, you will be prompted to provide the existing password. The attempt to delete a user
account is successful only if correct password is provided.

NOTE
You must be logged in with Super User access (privilege level 0) to delete user accounts.

NOTE
If the last user is removed from the device, the following configuration changes occur:

*  AAA configuration specific to local authentication is removed.

*  When no other AAA mechanism (RADIUS or TACACS) is configured, "enable aaa console" configuration is
removed from the device.

* The method "local" becomes unavailable in the AAA authentication-method list configuration. Refer to
Authentication-method lists on page 77 for more information on the authentication-method list.
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Remote access to management function
restrictions

You can restrict access to management functions from remote sources, including Telnet, the Web Management Interface, and
SNMP. The following methods for restricting remote access are supported:

* Using ACLs to restrict Telnet, Web Management Interface, or SNMP access
*  Allowing remote access only from specific IP addresses

*  Allowing Telnet and SSH access only from specific MAC addresses

* Allowing remote access only to clients connected to a specific VLAN

*  Specifically disabling Telnet, Web Management Interface, or SNMP access to the device

The following sections describe how to restrict remote access to a Ruckus ICX device using these methods.

ACL usage to restrict remote access

You can use standard ACLs to control the following access methods to management functions on a Ruckus device:

* Telnet

*+ SSH

*  Web management
* SNMP

Consider the following to configure access control for these management access methods.

1. Configure an ACL with the IP addresses you want to allow to access the device.

2. Configure a Telnet access group, SSH access group, and SNMP community strings. Each of these configuration items
accepts an ACL as a parameter. The ACL contains entries that identify the IP addresses that can use the access method.

The following sections present examples of how to secure management access using ACLs. Refer to the Rule-Based IP
ACLs chapter for more information on configuring ACLs.

Using an ACL to restrict Telnet access

To configure an ACL that restricts Telnet access to the device, enter commands such as the following.

device# configure terminal

device (config) # access-1list 10 deny host 10.157.22.32 log
device (config) # access-1list 10 deny 10.157.23.0 0.0.0.255 log
device (config) # access-1list 10 deny 10.157.24.0 0.0.0.255 log
device (config)# access-1list 10 deny 10.157.25.0/24 log

device (config) # access-1list 10 permit any

device (config) # telnet access-group 10

device (config)# write memory

The previous example configures ACL 10 and applies the ACL as the access list for Telnet access. The device allows Telnet access
to all IP addresses except those listed in ACL 10.

NOTE
Standard ACLs can be numbered from 1 through 99.
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To configure a more restrictive ACL, create permit entries, and omit the permit any entry at the end of the ACL as shown in the
following example.

device# configure terminal

device (config)# access-1list 10 permit host 10.157.22.32
device (config) # access-list 10 permit 10.157.23.0 0.0.0.255
device (config) # access-1list 10 permit 10.157.24.0 0.0.0.255
device (config) # access-list 10 permit 10.157.25.0/24
device (config)# telnet access-group 10
device (config) # write memory

The ACL in the previous example permits Telnet access only to the IP addresses in the permit entries and denies Telnet access
from all other IP addresses.

Using an ACL to restrict SSH access
To configure an ACL that restricts SSH access to the device, enter commands such as the following.

device (config
device (config

( access—-list 12 deny host 10.157.22.98 log
(
device (config
(
(
(

access-list 12 deny 10.157.23.0 0.0.0.255 log
access-list 12 deny 10.157.24.0/24 log
access-list 12 permit any

ssh access-group 12

write memory

device (config
device (config
device (config

Bl

The num parameter specifies the number of a standard ACL and must be from 1 - 99.

These commands configure ACL 12, then apply the ACL as the access list for SSH access. The device denies SSH access from the
IP addresses listed in ACL 12 and permits SSH access from all other IP addresses. Without the last ACL entry for permitting all
packets, this ACL would deny SSH access from all IP addresses.

NOTE
In this example, the command telnet access-group 12 could have been used to apply the ACL configured in the
example for Telnet access. You can use the same ACL multiple times.

Using an ACL to restrict Web management access

To configure an ACL that restricts Web management access to the device, enter commands such as the following.

device (config
device (config

web access-group 12
write memory

device (config)# access-1list 12 deny host 209.157.22.98 log
device (config) # access-1list 12 deny 209.157.23.0 0.0.0.255 log
device (config) # access-list 12 deny 209.157.24.0/24 log
device (config)# access-list 12 permit any

( ) #

( ) #

The num parameter specifies the number of a standard ACL and must be from 1 - 99. These commands configure ACL 12, then
apply the ACL as the access list for Web management access. The device denies Web management access from the IP addresses
listed in ACL 12 and permits Web management access from all other IP addresses. Without the last ACL entry for permitting all
packets, this ACL would deny Web management access from all IP addresses.

Using ACLs to restrict SNMP access

NOTE
The syntax for using ACLs for SNMP access is different from the syntax for controlling Telnet, SSH, and Web
management access using ACLs.
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To restrict SNMP access to the device using ACLs, use the snmp-server community command in conjunction with access-list
command entries as shown in the following example.

NOTE
When snmp-server community is configured, all incoming SNMP packets are validated first by their community strings
and then by their bound ACLs.

device# configure terminal

device (config)# access-1list 25 deny host 10.157.
device (config
device (config

22.9

( )# access-list 25 deny 10.157.23.0 0.0.

( )# access-list 25 deny 10.157.24.0 0.0.

device (config)# access-1list 25 permit any

device (config) # access-1list 30 deny 10.157.25.0 0.0.0.255 log

device (config)# access-list 30 deny 10.157.26.0/24 log
( ) #
( ) #
( ) #
( ) #

8 log
0.255 log
0.255 log

device (config access-list 30 permit any

device (config snmp-server community public ro 25
device (config snmp-server community private rw 30
device (config write memory

The example configures ACLs 25 and 30 and applies them to SNMP community strings, which users must enter to gain SNMP
access. ACL 25 is used to control read-only (get) access using the "public" community string. ACL 30 is used to control read-write
(get/set) access using the "private" community string.

Defining the console idle time

By default, a Ruckus device does not time out serial console sessions. A serial session remains open until you close it. However,
you can define how many minutes a serial management session can remain idle before it is timed out.

NOTE
You must enable AAA support for console commands, AAA authentication, and Exec authorization in order to set the
console idle time.

To configure the idle time for a serial console session, use the console timeout command as shown in the following example.

device# configure terminal
device (config) # console timeout 120

The example sets the console timeout to 120 minutes. Possible values are 0 (the default) through 240 minutes.

NOTE

In RADIUS, the standard attribute Idle-Timeout is used to define the console session timeout value. The Idle-Timeout
value is specified in seconds. Within the switch, it is truncated to the nearest minute because the switch configuration is
defined in minutes.

Remote access 